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1 Introduction

1.1 Overview

The standards covered in this document are used to harden an ASPEN Linux and Windows operating
systems.

1.2 Purpose

This document acts as the baseline hardending standards for LINUX and Windows operating systems
used for ASPEN project. When implementing operating system security for a guest, there are several
fundamental concepts that can go a long way in keeping the system secure. A good approach to Linux
and Windows security is to establish good baseline standards for secure installation, followed by ongoing
policy and procedures to ensure the system stays secure.
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2 Operating System Hardening Standards

2.1 RedHat Linux

Hardending Standard
Cateqgory

Hardening Standard

SCSEM
TESTID

Disabling Services

The following services should be disabled:

avahi-daemon,avahi-dnsconfd, Bluetooth, conman, cups,
dnsmasq, dund, firstboot, gpm, ipmi, ipmievd, irda, tcpdump,
mdmpd, multipathd, netconsole, netplugd, pand, portmap,
psacct, rdisc, rxec, rpcsvegssd, saslauthd, snmptrapd,
vncserver, wdaemon, winbind, wpa_supplicant, ypbind, fsp,
uucp

229,82

Pakages to be removed

The following packages that comes with thebase install should
be removed:

audiofile, audiofile-devel, avahi, avahi-compat, avahi-compat-
libdns, avahi-compat-libdns_sd-0.6.16-9.el5_5, avahi-glib-
0.6.16-9.el5_5, avahi-glib-0.6.16-9.el5_5, bluez, bluez-gnome,
bluez-hcidump, bluez-libs, ccid, cdrecord, coolkey, coolkey-
devel, cups (if printers to be used in the environment it can be
exempted ), cups-libs ( if printers to be used in the environment
it can be exempted ), Deployment_Guide-en-US-5.2-11,
dvd+rw-tools-7.0-1.el5, esound, esound-devel, gstreamer,
gstreamer-plugins-base, gstreamer-tools, hpijs-1.6.7-
6.e15.x86_64, hplip-1.6.7-6.el5, ifd-egate, irda-utils, lcms, Iftp-
3.7.11-4.el5 5.3, libgnomecups-0.2.2-9, libgnomeprint22-
2.12.1-10.el5, libgnomeprintui22-2.12.1-6, libmng, mtools,
nautilus-cd-burner-2.16.0-7.el5, neon, netpbm, pango-1.14.9-
8.el5, pango-devel-1.14.9-8.el5, pcmciautils, pm-utils, poppler,
poppler-utils, ppp, rp-pp, samba-commo, -backends-1.0.18-
5.el5, backends-1.0.18-5.el5.x86_64, sane-backends-libs-
1.0.18-5.el5, sane-backends-libs-1.0.18-5.el5.x86_64, setserial,
system-config-netboot-0.1.45.1-1.el5

Access Management

Session Locking:
All sessions which are inactive will be terminated after 15
minutes of inactivity

Password Policy:

All users passwords will follow the following standards:
PASS_MAX_DAYS 60

PASS_MIN_DAYS 15

PASS MIN_LEN 8

PASS WARN_AGE 14

11,199,
206

June 1, 2011
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Security of Key files - The following key security files are owned | 33,34,32,
by root and will have the following file permissions:

letcl/fstab -rw-r--r-- (644)
letc/passwd & /etc/group are rw-r--r-- (644)
/etc/shadow are r-------- (400)

Remote Access: 4,5,6,7
Root access would be disabled through ssh or any terminal
session. Root login will be only restricted to the console.

Cron access needs to be restricted to root only. Crontab 62,63,66
Directories need to owned by root or bin with permissions set
as 755 (rwxr-xr-x)

Sudoers file to be used for controlling service account users to
run as root and the roles assigned

Account Management Below Uid and Gid Ranges for the users should be followed: 124

User account: 500 - 2599

FTP Account: 6299 - 6999

App Account: 8999 - 10999

APP dba Account: 4550 — 4999

All users on the servers need to have unique ids

Inactive or unused Accounts to be locked after 90 days of 11
inactivity

Below service account naming convention should be followed
* First 4 Characters should represent the Technology Group
» 5th Character should represent the Environment [ENV]

o Environments as below :

8§ Production (p)

§ Stage (a)

§ Development (d)

8 Test (t)

8§ Training (e)

8 Arc-Dev (n)

§ Generic group for individual user (g)

» Character 6,7 and 8 should represent the Account Type.

0 Account Types :

§ Application Accounts  (app)

§ Application Admin  (adm)

8 FTP Accounts (ftp)

8§ Database Accounts (dbs)

§ Extract, Transform and Load Accounts (etl)
§ Software Agent Accounts (agt)

8§ Database user (dba)
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Access Enforcement

System Command files located at /usr/sbin, System Files, 25
Programs and directories owned by system account, Library

files permissions needs to be set to 755 (rwxr-xr-x)

System log files permissions needs to be set to 640 (rw-r-----) 26
man page files permissions needs to be set to 644 (rw-r--r-- 27
User home directories should be owned by users only with 35,36,37
permissions of the user directroies to be set as 750 (rwxr--x---)

Startup or control scripts located in /etc/rc.d are owned by root 38,39,40,4
or bin and have permissions set to 755. These scripts are used | 1

by the server during the booting process to start the services

which are required to run at different run levels

Default skeleton files in /etc/skel which contains the global 44
profile files are owned by root only

Users local profiles should be owned by user or root only 45,46
Hosts and users using remote login to the server (apart from 48,49
secure shell) needs to be disabled

Network file systems should always be mounted with nosuid 112
option so that suid programs cannot be run on the mounted nfs

file systems

Servers default umask value should be set as 027 61
Cron access restricted files (cron.alow, cron.deny) permissions | 62,63
needs to be set as 600 ( -rw------ )

Remote login shell ( rsh ) should be disabled 81
Printer configuration Files should be owned by root,sys,bin or Ip | 84,85
only

Software update for the browser in the server needs to be 88
disabled and the browser needs to be used for the local

application and installation only

Ftp users on the servers should be restricted to access only 97
their home directories which needs to have the 640 ( rw-r-----)
permissions

tftp daemon needs to be configured correctly and its default 99,100
shell set to be as /bin/false

Access to X-terminals host needs to be restricted to authorized | 102,103
X clients

SNMP configuration file needs to be modified so that no public 105
read only communities are defined as vulnerabilities

Audit rules to be configured for more detailed logging and clear | 161
visibility of any hardware/software issue occurances

Syslog configuration needs to be modified for logging debug 107

messages and permissions are required to be set as 640 ( rw-r-

June 1, 2011
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System banner to be modified to contain 159
- the system contains US government information

- users actions are monitored and audited

- unauthorized use of the system is prohibited

- unauthorized use of the system is subject to criminal and civil
penalties

Samba configuration files needs to be owned by root. Itis used | 114,115
for sharing the unix files with the windows client

Services configuration files need to have below permissions 140,141

letc/services 644 ( rw-r--r--)
/etc/xinetd.conf 440 (r--r-----)
fetc/xinetd.d 755 (rwxr-xr-x)

User accounts to be locked after 3 unsuccessfull failed login 157
attempts

Delay after a failed login attempt between login prompts is 4 158
seconds

Logging of succcessful and unsuccessful login attempts , 162,163
logouts , switching to the root account needs to be enabled

Ftp and cron logging needs to be enabled 169
Unauthorized users should not be allowed to access Audit Logs | 177
Log rotation of the Audit logs needs to be done at regular 179
intervals

Anonymous ftp needs to be disabled 181
Special privileged accounts such as shutdown, halt,reboot 232

needs to be deleted

The Ctrl-Alt-Delete sequence is to be disabled as it may cause 243
the reboot of the server

System Requirements Kdump needs to be configured to capture the core dumps for
analysing the system crashes

IPV6 version networks is disabled in the server

Operating system partitions needs to be aligned for the better
performance

Internal disk layout on which OS resides should follow the
below partition structure

/ 8gb
/boot  300mb
Jusr 12gb
Ivar 8gb
/tmp 4gb
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Tmpfs 12gb

2.2 Windows Server 2012 and 2016

Hardending Standard Hardening Standard SCSEM
Category TEST ID
Disabling Services The following services should be disabled: 5
* Fax (fax)
* IP Helper (iphlpsvc)
* FTP Publishing Service (msftpsvc)
*» Peer Networking Identity Manager (p2pimsvc)
» Simple TCP/IP Services (simptcp)
* Telnet (tintsvr)
Access Enforcement Anonymous ftp and admin access to the server needsto | 2
be disabled
Anonymous users login detection logging needs to be 2
enabled
Remote Registery access should be disabled 5
Unwanted applications or roles should be removed 5
Unnecessary shares which are mapped to the server 6
should be disabled
Value of network access for anonymous sid/name 43
translation should be disabled
"Strenghten default permissions of internal system 41
object"setting should be enabled
Identifier Management "Account Password expiration setting meets 3
requirements" should be enabled
"Domain users disable machine account password 38
changes" setting should be enabled
Domain users machine maximum account password age | 55
should be 30 days
Passwords complexity requirements are enabled 26
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Password policy should be set as below: 28,29,30,31

Maximum password age is 90 days

Minimum Password length is 8 characters

Password enforced history should be 6

Warning period before the password expires should be

14 days

Minimum password age is 2 days

"Limit local account use of blank passwords to console 57

login only" parameter should be enabled
Account Management Last login age restriction should be set to 60 days for

admin accounts and 90 days for normal users

Guest accounts needs to be disabled 15

Rename administrator account should be done only by 54

the administrator

Account to be disabled after 3 consecutive failed login 12

attempts

Unused user default accounts needs to be disabled or

locked

Session Locking:

All sessions which are inactive will be terminated after 15

minutes of inactivity

Malicious code protection : 1

Anti virus software needs to be installed in the guest OS
Audit Storage Capactiy Maximum application log size for the auditing is to be set | 11

as below :

Maximum application log size” set to a minimum of

“16384 kilobytes “

Maximum security log size” set to a minimum of “81920

kilobytes”

Maximum system log size” set to a minimum of “16384

kilobytes."

Percentage threshold for the security event log at which | 49

system will generate a warning should be set to 90 %
Auditable Events Audit logging rules should capture the log events like 15

successful and unsuccessfull login and failure login

attempts , identification ,authentication attempts

Audit logging rules should capture messages for 14

creation,deleting users accounts and modification of

admin accounts
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Audit logging rules should log messages of server
startup and shutdown and also capture command line
changes,batch file changes and queries made to the
system

19

Audit logging rules should log actions,connections and
requests performed by privileged users and functions

18

Audit logging rules should capture the creation,
modification,deletion of objects including files,directories
and user accounts

20

Windows error reporting service for collectiong crash
data needs to be enabled

20

Transmission Confidentiality / Integrity

FTI data needs to be encrypted while its beeing moved
or transferred withing lan or wan

22

System banner should be modified to contain

- the system contains US government information

- users actions are monitored and audited

- unauthorized use of the system is prohibited

- unauthorized use of the system is subject to criminal
and civil penalties

32

The value for "Microsoft Network Client Sends
unencrypted password to connect to third-party SMB
servers" should be disabled

- The value for "Channel Digitally encrypt or sign secure
channel data always" should be enabled

36

Least Privilege

The following settings should be in place:

- The value for Devices is enabled to prevent users from
installing printer drivers

-The access for "Allowed to Format and Eject
Removable Media" is set to Administrators

- Users part of the "Debug programs" is set to
Administrators

- Ensure the guest group is assigned the user right
"Deny access this computer from the network is Enabled

Verify that the system is configured to prevent the
Windows Messenger client from being run.

68,61

Seperation of Duties

Do not include any user enteries in the following
parameter - “Network access: Shares that can be
accessed anonymously”

33

Remote Access

Solicited remote assistance capability should be
disabled. The system should be configured to prevent
Users from saving passwords.

62
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Information in Shared The Recycle Bin should be configured to delete files. The | 67
Resources Do not move files to the recycle bin should be Enabled
Boundary Protection IP forwarding and IP source routing should be Disabled. | 73
“DisablelPSourceRouting” key should exist and be set to
2
Audit Trail Protection The audit trail is protected from unauthorized access, 74
use, deletion or modification. The audit trail is restricted
to personnel routine responsible for performing security
audit functions by Administrators (RX) and Auditors
(FULL).
Audit Generation Auditing for every group should be Enabled 75
System Requirements Internal Disk layout of the operating system is 40gb for
the C drive
Networking IPV6 version networking is disabled in the server
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